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Introdu ction

Welcome to the Computer Supervisory System (CSS Wizard™ manual. The CSS
Wizard is an ogtional feaure that is distributed with the Computer Supervisory System.
The CSSWizard isintended to programmatically perform remote control functions on
multi ple computers running a Windovs™ operating system. The remote cntrol
functionsinclude the aility to gather or distribute fil es from computers withou asking
someone to email or ftp them. The Wizard can also be used for simple remote software
distributions. Other functions include starting fil es, deleting fil es, reboating computers.
Here ae some examples of what an instructor might do with the Wizard:

Send a samplefil e to selected student desktops for editing and manipulation.
Colled the files badk for grading.

Start a program on seleded stations before the students arrive. Thiswill alow the
students to “hit the ground running’.

Reboa the seleded stations and the end d a dass.

Shutdown the student PC’'s at the end d the day.

Just Add Power strives to have the CSSWizard be compatible with the entire family of
Windows™ based computers, however there ae some limitations. The nature of remote
control requires aprogram to interad closely with the operating system and hardware. At
the same time, the remote @ntrol has to be done in such away that the PC, the operating
system, and the goplicaion program(s) running at the remote mwmputers are dfeded as
littl e & possble.

Just Add Power cannat guarantee that the CSSWizard will be &leto remote cntrol all
existing and future PC’ s and applications. If a computer lab isfoundto be incompatible
with the CSSWizard, it isasimple task to Turn OFF the CSSWizard icons at
supervisory station. Please note that this limitation does nat affed the primary purpase of
the CSS—audio/video dstributionin a computer-training lab.
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Installation

The CSSWizard requires the CSSWindows Interface
software to be install ed and customized at the
Supervisory PC. Inside the “Advanced Setup’ options,
you will findthe optionto Turn ON/OFF the CSS
Wizard Icons. In order to use the CSSWizard, you
must Turn ON the Wizard Icons. If you are not using
the CSSWizard in your lab, you shoud Turn OFF these
icons as a mnvenience to the lab manager.

The CSSWizard functionisredized by runnng a small
slave program (CSSS.AVE.EXE) on ead of the PC's
inthe CSSLab. The Lab Manager can send commands
over the LAN using the known IP addressof the
stations. The IP addressof the student stationsis
entered in the Wizard Controls sreen.

Wizard Slave Driver for Compatible TCP/IP Networks

Manual Installation Procedure

Advanced Dptions

tultiple Lab Setup

Irpart Station lcons from Old C55
Renumber Station | cons

Turn OM Kevboard/Mouze [cons
Turn OFF Keyboard/Mouze |cons
Turn OM Reboot lconz

Turn OFF Reboot cons

Turn OM Projector lcong

Turn OFF Projectar [cons
Program Projector Slave Box
Turn OM C55 Wizard lcons

Turn OFF C55 “Wizard lcong
Install C55 Update

Change Teacher Call setup
Cancel this request

NOTE: If youwill beusingthe Wizard, the Wizard Slave Driver (csssave.exe) file must
be wpied orto each remote station. On the CSSCDROM, you will findthefile
“csssave.exe”. First you shoud copy thisfile onto the hard drive of each remote station
(diredory location dces not matter). Y oumust then go to aDOS Rompt, taking care to
make the arrent directory the same locaion asthefile. Then you must issue the

foll owing command from within the DOS Rompt Window:

css$ave -i

This one time processwill i nstall the CSS Wizard driver as a service

CSSSLAVE

Semvice Installed

onthe PC. Youshoud seethe Service Installed message & the

workstation.

The Wizard Slave Driver isuninstall ed by using the ommand:

cssdave —u

Y ou must isaue this command kefore you can erase the csssave.exe
file. Insome caes, you may even need to reboa the system before
you can erase the sssave.exefile. When the uninstall commandis

iswued, you shoud seethe Service Uninstall ed message.

CS55LAVE

Service Unlnztalled
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Using the Wizard Slave Driver Diagnostic Console

The Wizard Slave Driver Diagnastic Console is adivated by going to a DOS prompt,
aacessng the subdredory where the ss$ave.exe driver islocaed, and entering the
command:

cssdave —

The Diagnostic Console can be used to change the Wizard Passvord, Wizard Port, and to
view Wizard adivity at the target station. If the Wizard Driver isarealy running onthe
workstation (i.e. it has been previously install ed), a secondinstance of the driver will
residein memory. Thissecndinstance can be used to change the Wizard Passvord o
Wizard Port. You must reboa the workstation for the new Passvord and/or Port to take
eff ect.

When the Consoleis adivated, asmall iconwill appea inthetodbar. Theiconisan
arrow painting to a diskette, and looks like this; ™

W_hen you doulbe dick this icon, the | = Wizard Slave Console. Y
Wizard Slave Console will appea: s
SEEWOT HIdE-' I

Enter the passwvord (defaullt is ! _Eratle Seting: |
aamin1°) and click onEnable ~Slave Settings
Setti ngs. Port Start |

IEDDD Change Part | St |
Y ou can now proceed to change the Mo Passuond R |
IP Port or the Wizard Passwvord. | .
The battom Activity window can be Confiimed New Password
used to watch for traffic when the | _Change Password |
Wizard daes nat seem to be working
as expeded. In arder to usethe sl
Activity Window, you must take the
foll owing steps:
How to Use the Slave Console

Activity Window

You must first uninstall the Wizard Driver and reboct the workstation. After the
workstationis reboded, use aDOS windows to accessthe subdredory with the driver
and enter the ommand:

cssdave —

Using the same processas above, click onthe ™ jconin the Todlbar and you will be
ableto usethe Wizard Console. Enter the passvord, and you will be &le to watch for
adivity and/or errors at the student station.

Copyright 19952006 Just Add Power Cardware Company, Inc. All Rights Reserved.

Page 4 of 10



When you are finished using the Activity Windows. Y ou shoud exit the console and
then reinstall the Wizard Slave Driver using the mommand:

cssdave i

WARNING: If you donot take caeto urinstal the driver and reboa before using the
Console, the Activity Window will not show any useful information. Thisis becaise the
installed driver isrunning in stedth mode, and will cgpture dl the activity before the
secondinstance of the driver has a dhanceto show any information.

CSS Wizard Icons

The CSSWindows Interfaceprovides the foll owing icons to perform CSSwizard
functions.

Invoke Station Wizard —Usethisiconto perform CSSWizard
functionsonasingle station.

Invoke Global Wizard —Usethisiconto perform CSSWizard functions
onevery stationin the CSSlab.

Invoke Group Wizard —Usethisiconto perform CSSWizard functions
on stationsin the seleded group.

CSSWizard Controls £ Use this button to customize the CSS Wizard
Settings. Youwill be sent to aseparate control screen. On this <reen
you can modify the CSSWizard settings.

CSS Wizard Customization Too Is

CSSWizard IP Address
Table—Used to indicae the IP
Addressof the dave station
network card. It is drongly
suggested that the lab use static
IP addresses. The IP address
of ead student station must be
entered next to the CSS station
number. The Wizard Driver
(csssave.exe) can beinstalled
before or after thistableis
updated. There aenotiming
isalesinvaved in the

install ation o the driver and
the entry of the |P addresses.
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The owner can enter the most popuar commands onthis £reen. The mmmands entered
onthis <reen will be offered to the teacher when the CSSWizard isinvoked. Hereisa
summary of the avail able commands:

StartFile £ Thefirst 4 StartFile fields can be cdhanged. Thisoptionwill remotely start
amost any Windows exeautable on a slave station, including EXE, COM, and BAT files.

DeleteFile - Thisoptionwill permanently erase the designated fil e.

PushFile + Thisoption will copy the seleded file from the Manager Station to the Slave
Station herd drives. If thefile drealy exists, it will be overwritten. If the diredory
structure does nat exist onthe slave station, it will be aeated.

PullFile + Thisoptionwill copy the seleded file from the Slave Stations to the Manager
Station. It isvery important that the <#> flag be used. The CSSWizard will replacethe
flag with the workstation number (i.e. paint<#>.exe will be saved as paint-1.exe,
paint-2.exe, paint-3.exe, paint-4.exe, etc....)

Reboat + Thisoptionis equivalent to 8Start, Shutdown, Restart® on each station. If the
station has open appli cations/fil es, the user will be prompted to close them.

Wizard Passvord + The default passvord isADMIN1. If you change the passvord on
this reen, the CSSWizard Driver (CSSSLAV E.EXE) at the student station must use the
same passvord. Changing the passvord at the student station is acampli shed with the
diagnaostic console (css$ave.exe +C)

Wizard Port + Thisisthe TCP/IP port that is used by the CSSWizard to send/receive
files. The default port is 2000. If some other applicaion requires this port, you can
change the port on this <reen. If you change the port, the CSSWizard Driver
(CSSS.AVE.EXE) at the student station must use the same port. Changing the port at
the student station is accompli shed with the diagnostic console (css$ave.exe £¢)

Supervisor Station + Usethisfield to customize the name that appeas above the teacher
station onthe Windows Interface Thisfield islimited to 8 alpha/numeric characters.

Import/Export -The Import/Export buttons can possbly be used to accommodate spedal
requirements such as dynamic IP addresses or CSSsoftware upgrades. Export saves the
IP addressto 2text files (C:\SLPORTAPWMYWORK\IPTABLEL.TXT AND
C:\SLPORTAP\MYWORK\IPTABLE2.TXT). Stations 1-40arein IPTABLE1 and
stations 41-80 arein IPTABLEZ2. Import reals the same files into the CSSWindows
Interface. Just Add Power does nat provide any software to acommodate student
stations transferring a dynamic IP addressinto these tables.
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Save/Restore Wizard Settings
After you have entered
the desired commands,
you click onthisiconto save your
changes. You can aso restore previously
saved Wizard commands. When you
click onthisicon, youwill seethese
options:

Advanced CSS Wizard Concepts

The use of batch files (.BAT) and custom EXE files with StartFile can deliver dmost any
desired function onthe slave stations. For example, hereisthe command to 8Shut
Down® Windows 9X:

StartFile C:\Windows\rundl 32 exe user,exitwindons

For Windows 98, there is an even more powerful option:

StartFile C:\Windows\rundl 32 exe shell 32.dI ,SHExitWindowsEx n
Wherenison d hefollowing values, depending on the task you want to accompli sh:

n=0 LOGOFF: Same & Logoff onthe Start Menu

n=1 SHUTDOWN: Shutsdown the system to a point whereit is sfeto turn off the
power

n=2 REBOOT: Shuts down the system, then restarts it (Same & Wizard Reboq)
n=4 FORCE: Forcesall processesto terminate + all unsaved data will be lost!

n=8 POWEROFF: Exit Windows, then turns off the computer's power (not
suppated onall PCs)

n=-1 RESTART EXPLORER: Quickly closes Explorer (the desktop), then lets it
restore itself

The use of such commands requires the user to have astrong knowledge of the PC
Operating System and associated application programs. It is nat within the scope of this
manual or the CSSsuppat network to provide answers on haw to exploit all the
cgpabiliti es of the cmmputersin aCSSlab. The skill sand knawvledge of the lab owner
will determine what can be accomplished. Customers and suppat engineers are
encouraged to share their experience and ideas with Just Add Power. Any examples
provided to Just Add Power may be published in future versions of this manual, or onthe
CSSwebsite.
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CSS Wizard Diagno stics

Given the nature of TCP/IP, infinitely variable gopli cation software, and the
idiosyncrasies of the Windows environment, it is passble that CSSWizard will not
appea to be working within a spedfic lab. Determining the reason why a Wizard
function hesfailed can be a hallenging task. The foll owing information may help
diagnaose why afunction hes fail ed to perform as expeded.

The CSSWizard dces have someinternal diagnostic caabiliti es. For starters, every time
aWizard command is exeauted, the command is written to afile & the Supervisor PC
(CASLPORTAPWMY WORK\PUSHITCOMMANDLINE.TXT). Thisfileisaso used to
report successor falure. Thisfile shoud aways be examined whenever a Wizard failure
is suspeded. If thisdiagnastic file does naot clearly indicate successor failure, it most
likely means that the user is nat waiti ng long enough for the mmand to complete. This
isespedally true when trying to PushFil e or Pull File large fil es.

When attempting to dagnase aproblem, be sure to start with the Station Wizard. Using
the Group a Global Wizard compli cates matters, as the supervisor diagnostic fileis not
designed to track multi ple threads. If the cmmmand works on some stations and nd
others, then you are most likely dealing with an issue of file and/or diredory naming
inconsistencies.

A good dagnostic procedure isto use StartFil e to exeaute the Windows cal cul ator
(CALC.EXE). Youshould first verify the location of CALC.EXE at the student station,
as different versions of Windowswill put thisfilein dfferent locations. If the stations
will start CALC.EXE, you have proven that the Wizard is operational.

It is now amatter of determining why the desired command is not working. Y oushoud
try starting the target file & the student station from a DOS prompt, using the exad same
syntax that was given to the Wizard. Some programs will nat start unlessthey are cdled
with spedfic parameters. It may be possbleto deducethe necessary parameters by
studying the properties of the Windows shortcut at the student station. The shortcut may
be locaed in the Start Menu a onthe Windows Desktop.

In the event you are asked to provide aWizard troule report to Just Add Power, you will
most likely be asked to email the foll owing things to suppat@justaddpover.net

1. A brief description d the apparent problem. Tell us the function you were trying
to use, and the results you olserved. Be sureto indicate the station nunber(s) that
exhibit the problem.

2. A brief description d the operating environment. Indicate the operating system
versionin use, the make/model of the PC's, and the type of network (speed and
topdogy).

3. A copy of the CSSconfiguration (C:\SLPORTAP\MY WORK\CSSSLF) from the
supervisor PC in the problem lab. The problem command shoud be entered into
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the Wizard Control screen before you make acopy of the cnfiguration. Thisfile
will | et us e exadly what you are trying to accompli sh.

4. A copy of the diagnastic fil e on the supervisor PC right after the cmmmand has
falled (C:\SLPORTAP\MYWORK\PUSHITCOMMANDLINE.TXT).

5. A diredory listing from the supervisor station and the target student station,
verifying the file naming conventions that are being used. A diredory listing can
be built by using the following steps:

a. GotoaDOS prompt at the student station

b. Usethe Change Diredory command (i.e. CD\ [enter]) to make the roct of
the target hard drive (usually C:) the aurrent diredory.

c. Enter thefollowing command

DIR*.* /S> STUDENT.DIR [enter]

Thiswill creaethe file CASTUDENT.DIR, which will contain the entire
diredory listing. Use the same processto create the TEACHER.DIR at the
supervisor PC.

If at all posgble, these items $houd be Zipped®into asingle ZIP file. Thiswill fadlit ate
faster resporse and handling. When your informationis receved, it will help usto
determine the reason for the problem, and to make suggestions on haow to solve the
problem. Thisinformation may also be used to make improvements in the CSSWizard.

Reference: TCP/IP Communication Concepts

The CSSWizard uses TCP/IP based communications to perform the remote control
functions. Thereforeit isrequired that the TCP/IP protocol be installed onall
workstations to be @ntrolled by the CSSWizard. The following technical information
has been extraded from the IBM TCP/IP Tutorial and Tedhnical Overview. This
document is avail able on the Internet, or can be ordered from IBM. It isnot necessary to
understand the nature of TCP/IP to use the CSSWizard.

The Internet Protocol (1P) isthe protocol that hides the underlying physical network by
creaing avirtual network view. It isan urreliable, best-eff ort conrectionlesspadket
delivery protocol.

IP adds no reliabili ty, flow control or error recovery to the underlying network interface
protocol. Padkets snt by IP may belost, ou of order, or even dudicaed, and IP will not
handl e these situations. It isupto higher layersto provide these fadliti es.

IP also assumesllittl e from the underlying network medanisms, only that the datagrams
will ~"probably©®© (bestfort) be transported to the aldressed hst.

TCP can be charaderized by the foll owing fadliti esit provides for the gplicéions using
it:

Stream Data Transfer - From the goplication©s viewpaoint, TCP transfers a contiguous
stream of bytes through the Internet. The gplication daes nat have to baher with
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choppng the datainto basic blocks or datagrams. TCP does this by grouping the bytesin
TCP segments, which are pasd to IP for transmission to the destination. Also, TCP
itself deddes how to segment the data and it may forward the data & its own
convenience.

Reliability - TCP assgns a sequence number to eadh byte transmitted, and expeds a
pasitive a&knowledgment (ACK) from the receiving TCP. If the ACK is not receved
within atimeout interval, the datais retransmitted. Asthe dataistransmitted in blocks
(TCP segments) only the sequence number of the first data byte in the segment is snt to
the destination hcst.

Flow Control - The receiving TCP, when sending an ACK badk to the sender, also
indicates to the sender the number of bytes it can recave beyondthe last receved TCP
segment, without causing owerrun and overflow in itsinternal buffers. Thisis snt in the
ACK inthe form of the highest sequence number it can receive withou problems.

Multiplexing - Is achieved throughthe use of ports, just as with UDP.

Logical Connedions - Thereliabili ty and flow control medanisms described above
require that TCP initi alizes and maintains certain status information for each data stream®©.
The combination d this datus, including sockets, sequence numbers and window sizes, is
cdled alogicd conredion. The pair of sockets used by the sending and receiving
processes uniquely identifies each conrection.

Full Duplex - TCP provides for concurrent data streamsin bah dredions.

The nature of TCP/IP based communicaions al ows many variables that can impad the
performance of appli caions, such as Internet browsing and the CSSWizard. One of
these variablesis Maximum Transmisson Unit (MTU). The MTU setting of your
network deddes how big the dhunk d datais that is transmitted with the padkets over
your network. Changing the MTU to improve the performance of a specific goplication,
can adversely impad other applications. It isupto the owner to decide what variables (if
any) will be changed to alter TCP/IP performance in arder to achieve desirable results.

It is nat within the scope of this manual to explain haw to fine-tune anetwork for
optimum performance Instea, this overview has been dffered as a brief introductionto
the complexities and passbiliti es of TCP/IP networks. Only a qualified engineer shoud
be dlowed to make dhanges to production retwork environments.
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